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IPANDETEC Central America is a non-profit organization based in
Panama City that promotes the use and regulation of ICT and the
defense of Human Rights in the digital environment through
advocacy, research, monitoring, and legislative follow-up of Internet
Public Policies in Central America.

= fundacion
iguales

Fundacién Iguales — Panama is a non-profit organization that
promotes the observance, promotion, and respect for human rights
as a way to strengthen values such as equality and respect for
diversity in society. Its mission is to eliminate discrimination based on
sexual diversity by establishing and strengthening programs for
diagnosis, awareness, promotion, and defense of human rights.

This project was carried out with funds from the Rapid Response\{

Fund (FRR). &\



INTRO

When you protest peacefully, you are exercising a
right. You do not need to ask permission, and no
one can detain or stop you from doing so. In
Panama, the Constitution and international treaties
recognize protests and demonstrations as a
fundamental human right. However, in practice,
authoritarian governments and police forces often
ignore the laws they swore to uphold and commit
abuses against the citizens they are supposed to
protect.

In a country where civil marriage for same-sex
couples is not permitted, where the Police’s
internal regulations classify diverse sexual
orientations and gender identities as serious
offenses, and where LGBTIQ+ people are made
invisible, we must take extra care when protesting.

Protests have evolved from Stonewall to today. We
leave not only physical footprints but also digital
ones that are easily traceable. This guide is
prepared for you and your friends to protect
yourselves during physical protests with a digital
focus, and in digital protests.

1 Republica de Panama. Constitucién Politica, Art. 38 y otros.https://www.ilo.org/dyn/travail/docs/2083/CONSTITUTION.pdf
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BEFORE THE PROTEST

1. USEENCRYPTED MESSAGING APPS.

Invite friends and plan your protest using apps that
have encryption (WhatsApp, Signal, Telegram).
Encryption uses an algorithm and a key to transform a
message so that only those with the secret key can
understand it.

2. USE PASSWORDS.

Set strong passwords on your devices. If they fall into
someone else’s hands — for example, if confiscated
by the Police — no one will be able to access your
information or accounts. It's not a bad idea to keep
important documents encrypted.
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3. CHARGE YOUR PHONE.

You need enough battery to perform different
actions during the protest.

4. AVOID CARRYING DEVICES WITH SENSITIVE MATERIAL.

Avoid bringing laptops, USBs, or unnecessary
devices that contain sensitive information.

5. DELETE FAMILY PHOTOS.

If authorities gain access to your phone, they won't
find photos of you or loved ones that could
compromise their safety.

6.  DISABLE LOCK-SCREEN NOTIFICATIONS.

If authorities take your device, they cannot see
your identity or that of your contacts through
incoming notifications.

1. PROTECT YOUR PERSONAL DATA.

Secure your personal information on social networks,
especially sensitive data like sexual orientation or
gender identity. Misuse of this information can lead to
discrimination, including during possible police
detention at protests.

(Ao A



DURING THE PROTEST

1. SHARE YOUR REAL-TIME LOCATION.

Share your location with someone you trust until you
reach a safe place. If the police commit abuses and
take you to a station, your loved ones will know where
you are taken.

2. DOCUMENT AGGRESSIONS AND VIOLATIONS
WITH PHOTOS AND VIDEQS.

Record any aggression or violation, including license
plates of vehicles that could serve as evidence. You
have the right to record police officers, as they are
public officials performing official duties.

X



3. DO NOT ALLOW A POLICE OFFICER TO RECORD
YOU OR TAKE PHOTOS OF YOU.

Even though you are protesting in a public place, you
have the right to privacy. Police officers cannot
record or photograph you. This is prohibited in their
police procedure manual. Remind them of this!

4, DO NOT CONNECT TO PUBLIC WI-FI.

Police may set up free Wi-Fi networks at protests to
spy on data traffic. If you don’t have secure Wi-Fi or
data, use SMS or apps that work offline.

D. DON'T SHARE EVERYTHING.

The public is not the only one watching social
media. Posting photos, tagging people, using
hashtags, or sharing the protest location can be
used by security forces for investigations.

AFTER THE PROTEST

PREPARE FOR ONLINE HARASSMENT.

If you upload photos or videos, other users may
recognize you and disagree with your ideas. Block or
mute people with bad intentions. Use tools or filters
that can obscure faces to protect other protesters
from facial recognition.
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Today, with the internet, globalization, and other factors, the right
to protest has evolved. You can organize virtual protests or
participate in physical protests from home — with risks similar to
in-person protests

A

DIGITAL PROTEST

Using protest hashtags such as #BlackLivesMatter or #MeToo is
an exercise of freedom of expression on social media and the
right to protest. This new trend, introduced with the rise of social
media, allows information and messages to be classified using
commonly known hashtags. On some occasions, other social
trends can flood the hashtag with posts and content that are
contrary to the purpose for which it was created. Similarly, the
use of commemorative filters on special dates or during social
movements demonstrates our support for a certain trend or
public sentiment. In both situations, we must devise ways to
protect ourselves digitally.




1. CREATE A SECURE PASSWORD.

Use passwords longer than 8 characters, with letters,
numbers, and symbols. Avoid public information (your dog’s
name, middle name, etc.).

2. USEAVPN.

A Virtual Private Network protects your IP address. It requires
users to be authorized and encrypts all transmitted
information.

3. ENABLELOGIN VERIFICATION.

This can include security questions or codes sent to a
predefined email.

4. USE ANTIVIRUS PROTECTION.

Antivirus software protects devices from malicious activity,
suspicious pages, infected files, and data spying.

2 A communications network that uses Internet infrastructure to provide remote connections to networks located elsewhere.
place, such as an organization that connects employees who work from home or are traveling. 3 An IP address is a set of unique, unrepeatable

numbers that identifies a device with the ability to connect to the internet, whether it is a computer, tablet, cell phone, or even smart devices
prepared for 10T (Internet of Things).
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9. UPDATE YOUR PASSWORDS AT THE SLIGHTEST SUSPICION.

Change your password every three months or more often if
you're an activist.

6.  BLOCK ACCOUNTS THAT HARASS YOU.

Block users who leave harmful comments. They will no longer
see your profile or send you messages.

ﬂ 7. USE THE HIGHEST PRIVAGY SETTINGS.

You own your data — including sensitive information such as
sexual orientation or gender identity. Limit who can view your
photos and content.




’ WHAT ARE DIGITAL RIGHTS?

Digital rights describe human rights exercised
through new technologies. These rights allow
people to access, create, and use digital media as
well as devices and communication networks.
They protect physical-world rights within digital
spaces.

Experts classify digital human rights as part of the
fourth generation of rights.

WHAT ARE HUMAN RIGHTS?

Human rights are rights every person has simply by
existing. Respecting them creates conditions for
dignity, freedom, justice, and peace.




ABOUT THE RIGHT TO PROTEST:

The Inter-American Commission on Human Rights (IACHR), in
its report “Protest and Human Rights,” recognizes that protest
plays a fundamental role in democratic systems and is
protected by inter-American human rights instruments. Protests
help enable citizen participation and contribute to the
enjoyment of civil, political, economic, social, and cultural
rights.

4 Inter-American Commission on Human Rights, 2019. Protest and Human Rights Standards on the rights
involved in social protest and the obligations that should guide the state's response. Retrieved from:
https://www.oas.org/es/cidh/expresion/publicaciones/ProtestayDerechosHumanos.pdf



